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Abstract

One of the major limitations with the authentication
of users via the internet is the inherent lack of
security of traditional authentication techniques,
passwords, PIN numbers and cookies. With the
current development of the biometric fingerprint
technology market, the possibility of identifying
someone online has been addressed. However, recent
publication in this field shows that the lack of
aliveness detection mechanism in fingerprint sensors
technology, may be used to mold and reproduce exact
copy of a fingerprint with its detailed shape and
extended characteristics (e.g. minutiae points’
location). The presented authentication system
provides the solution to this problem by using ID-
based cryptography. A complete online authentication
system is developed presenting the registration, login
and authentication phases. The security analysis of
the system is a so presented.

Keywords: online authentication, Fingerprint
authentication, I D-based cryptography, hash function.

\.Introduction

Security has long been an important issue in the
design of computer system and communication
network. The recent increase in the popularity of
internet has created even greater demand for more
secure methods of conducting financial and other
business transactions over the internet. One
conventional method for authentication during such
transaction is the use of password, despite their wide
usage, passwords and PINs have a number of
shortcomings. Simple or meaningful passwords are
easier to remember, but are vulnerable to attack.
Passwords that are complex and arbitrary are more
secure, but are difficult to remember. Since users can
only remember a limited number of passwords, they
tend to write them down or will use similar or even
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identical passwords for different purposes .Thus
password authentication method suffer from the
disadvantages that password can be forgotten, lost,
stolen and/or easily used by unauthorized people;
hence is a need for a reliable and secure method of
authentication [1].

Recently, biometrics has been received considerable
attentions, which refers to the personal biological or
behavioral characteristics used for verification or
identification .Biometrics comes from the Greek
words bios (Life) and metricos (Measure). Biometric
systems offer several advantages over traditional
authentication methods. Biometric information cannot
be acquired by direct covert observation. It is
impossible to share and difficult to reproduce. It
enhances user convenience by alleviating the need to
memorize long and random passwords. It protects
against repudiation by the user. Biometrics provides
the same level of security to al users unlike
passwords and is highly resistant to brute force
attacks[2].

In this paper, the fingerprint has been chosen as the
biometrics for user authentication because it is more
mature in terms of agorithm availability and
feasibility.

2. Fingerprint Authentication Scheme

Fingerprint Recognition currently widespread in
numerous identity verification applications such as
electronic ID cards, travel documents, access control
and time attendance. A typical fingerprint verification
system (Figure. 1) has two phases. enrollment and
identification .In the enrollment phase, an enrolled
fingerprint image for each user is preprocessed, and
the minutiae are extracted and stored in a server.
Minutiae generaly refer to the ridge ends and
branches that constitute a fingerprint template . In the
identification phase, the input minutiae are compared
to the stored template, and the result of the
comparison is returned[3].
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Figure (1): fingerprint identification scheme

Fingerprint authentication strategy avoids many of
these security flaws with the traditional authentication
schemes due to the following:

o Fingerprints cannot be "guessed".

0 A user doesn't have to think up a "strong"
fingerprint, so the security of the metric doesn't
depend on human effort.

0 People can't "forget” their fingerprints.

0 Because biometrics use a physical characteristic
instead of something to be remembered or carried
around, they are convenient for users and less
susceptible to misuse than other authentication
measureg4].

However as any technology is vulnerable to attack,
it’s not impossible to fool a biometric authentication
system. The downside of fingerprint authentication is
the biometric sensor attack. In this type of attack a
fake biometric such as a fake finger or image of the
finger is presented at the sensor , this fooled
fingerprint detectors about 80 per cent of the
time[5,6,7] presents various ways to attack
fingerprint authentication .

One way to withstand such problem is by using
Liveness detection . Liveness detection refers to the
ability of the system to distinguish between a sample
feature provided by a live human being and a copy of
a feature provided by an artifact. Liveness detection
can be implemented using extra hardware to acquire
life signs like temperature, pulse detection, blood
pressure etc, the drawback is that extra hardware
makes the system expensive and bulky.
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Ancther way to reduce the risk of such attacks, is
to enhance the fingerprint authentication with
additional security layers. The easiest is to add a
password or PIN to the biometric authentication.
Again, this leads us to the password authentication
problems. The presented scheme uses ID-based
cryptographic method to overcome this limitation, as
a combination of” something you have” and
“something you know “authentication schemes.

3. ID-based Secret-Key Cryptography

In 1984, Shamir introduced 1D-based cryptographic
system in which the identity of auser playstherole of
his public key. From a user’s identity (which is
publicly known and in a standardized form), atrusted
third party TTP computes the corresponding private
key and securely transmits it to the user. Here too, the
TTP must be unconditionally trusted. This TTP also
serves as an arbitrator when disputes arise due to a
user denying certain actions.

One advantage of ID-based systems over public-key
systems is that public key certificates are no longer
necessary (and therefore do not have to be
stored).This possibly results in a saving of space
requirements, also, secret-key cryptosystems are
several orders of magnitude faster and use keys that
are generally smaller in comparison to public-key
systems. In ID-based secret-key cryptography, the
parties involved in any protocol are called entities;
they can be users, groups of users, software programs,
etc. ldentity refers to any public information that
uniquely identify an entity (such as name and address,
IP address). The identity of entity U; is denoted ID..
For agiven set of applications and entities, the trusted

Online authentication protocol 200



authority owns a secret-key K, called the master key.
Since the security of these applications depends on it,
strong measures have to be taken to protect it (e.g.,
control procedures, tamper-resistant devices).When
entity Ui comes to the trusted authority, it is given an
identity I1D; as defined before. From this identity and
from private information hi, the trusted authority
computes Ui’s secret key, denoted as ki, as follows:

ki = Hc(IDi; hi)

where Hy is a one-way function keyed under the
master key K. Theresulting key ki is called 1D-key of
entity Ui [8].

4. Designed Protocol

The designed system consists of web client station,

web server station and authentication server as in
figure.2:

The method of authenticating in general comprises
the steps of (i) establishing parameters associated
with selected biometric characteristics to be used in
authentication (ii) acquiring at the web client station
biometric  fingerprint  data(iii)receiving a the
authentication server

Figure (2): online authentication system

a message that includes biometric information in
accordance  with  corresponding parameters
(iv)selecting at the authentication server one record
from among records associated with one or more
enrolled individuals and(v)comparing the received
data with selected record.

The comparison is to determine whether the so
compared data sufficiently matches the selected
record so as to authenticate the individual seeking
access of the web server station which access is
typicaly to information, services and other resources
provided by one or more application servers

hosted by the web server. Initidly the following
scenario will take place:

1. The web client station request access of a web
server station.
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2. The web server station forwards the access request
to an authentication server (ex

using an embedded link in the web server home
page).

3. The web client provides at the authentication server
the individual claimed identity indicated by user ID.
4. The authentication server checks the user ID, if the
user was enrolled, he will be

forwarded to the login phase, otherwise the
registration phase will be the next. In both cases, the
authentication server will activate the authentication
software which should be installed on the client
station; the activation message should contain the
authentication server certificate to be used during
registration.
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4.1 Registration Phase

1. The authentication software is activated, asking
theclient for:
e TheuserID.
e The user biometric finger print data F using
the biometric device (fingerprint reader).
e The user public key certificate to be used
during registration.

2. The authentication software will calculate the
following:

e M=ID|F|N, where N is a nonce generated by
the software.

e My=H(M) ,where H is cryptographic hash
function.

o  Mg=Exrc(Mp),where Exre is the user private
key encryption to provide the digita
signature of the provided data.

[ M E:| DlEKps(M |M SlCER) , EKPS is the
authentication server public key encryption
to ensure the privacy of the send data, and
CER represent client certificate.

The usage of the digital signature in the registration
phase is very important to in order to authenticate the
ID with the provided fingerprint value. This same
effect is provided in the login phase but by using the
identity key.

3. The authentication server will perform the
following:

e Decrypt the message using the
authentication server private key to obtain M
and Ms.

e Obtain ID, fingerprint data F and nonce N.

e Verify the signature using the client public
key provided in the received certificate.

o Verify the integrity of the data by
recalculating the hash of the concatenated
ID|F|N and comparing it with received hash
value.

e Extracts minutiae from received Fingerprint
value to construct template F+.

e Calculate the hash of the concatenated ID|F+

e Hi=H(ID|F)

e Calculatethe identity key K :

Ki=HMACx (Hig) ,where HMAC is the hashed

message authentication code using K which is

authentication server master key.

e Cadlculate the shared secret:

S=K, P V, where V is authentication
server secret for this client.
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e Calculate hash of the nonce H(N).

e  Send the client the following message:
M:EKP(;(K|| H|d|S| H(N)) ,Where EKPC is
the user public key encryption

e Store ID,(Hig, V) pair to be used during
authentication.

4. The authentication software will perform the
following:

e Decrypt the message using client private
key.

e Recalculate the hash of the send nonce and
comparing it with received one.

e  Storethe K|, Hig, S to be used during login
phase.

These values could be stored on a smart card or
within a private token.

4.2 Login phase
The authentication software will request the user 1D
and fingerprint ,calculate the fingerprint template
,recalculate the H;q and matches it with the stored one,
upon verify, the software will calculate the
following:
M_=ID| Hig| Exi(HidlSIT)

where Ey, is the symmetric encryption using the
identity key K,.T represent the current time stamp of
the user .The authentication software send M, to the
authentication server. The finger print could be taken
from the user for an optimal n number of times to get
the correct set of minutia.

4.3 Authentication phase
Upon receiving the above message ,The
authentication server will perform the following:

e  Searches the records using the user identity
ID to obtain (HiqV) pair.

e Recalculate the user identity key rK; using
received Hig .

e Decrypt the message using rK .

Recalculate V=rK, s,
Compare the resultant value with the stored
one to check the message integrity .

e Check if T equals current time stamp of the
authentication server or not within  the
expected valid time interval for transmission
delay.

e |If any of the above steps do not verified
Jeject the message; otherwise perform the
following:
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e Apply hash function to V and calculate new
S=rky P H(V)

e Update new valuesof Sand H(V).

e send the authentication software the result of
the authentication process
M=Eq(RISH(V)).

5. The authentication software receives the result:

e Decrypt it using the identity key.

e Recaculate using stored value of S: V=S !
K.

e Cdculate the hash of the resultant V and
compare it with the received one, upon
verify :

e Storethe new value of S.

e Display the result in terms of fail, success or
any other message to the client.

The authentication server now can download a
response to the web client and to the web server
stations in various ways. As an example, the server
can download a page to the web client having
electronic links that provide access to one or more of
the application servers hosted by the web server
station, those which are appropriate to the confidence
level attained in the authentication process. Another
method , to respond to the web server station , the
authentication server can make an appropriate
entry(set a flag and/or provide other data) to
distinguish the authentication for the particular
session.

5. System Analysis

The security of the proposed system can be analyzed
through its countermeasures against possible attacks:

1.Countermeasure against replay attack

To withstand replay attack, the replay of an old login
message by resubmitting previously stored digitized
biometric will not work due to time validation used.

2. Countermeasure against parallel session attack

This is due to the asymmetric nature of the
information exchanged between the user and the
authentication server in authentication phase by
attaching the pseudorandom value in the CHAP
(Challenge/Response) form  in each message,
providing mutual authentication . Let message one
m1 denote the message ID| Hig| Exi(Hig|S|T),when the
authentication server receive it it will update
V'=H(V) and S=K, ' V. If the attacker replay m1,
the authentication server will reject it as it calculate
v'=S K, , which do not give H(V).
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3. Countermeasure against server spoofing

An attacker cannot intercepts and resends the
response  message. Server spoofing attack is
completely solved by the function used to update the
shared secret. Let m2 be the response from the server
to m1 above which should be Ex(R|S|H(V)).The user
software will caculate V=S ' K,, recaculate the
hash to obtain H(V) ,which is correct. If the attacker
replay m2 , the user software will reject it as it
caculate V=S ' K, ,calculate the hash to obtain
H(H(V) which is not equal to H(V).

4. Countermeasures against gummy bear attack

Even if fake biometric such as a fake finger is
presented at the sensor, the authorization or access
cannot be granted, because it will not represent the
identity without the identity key .

5. Countermeasure against the channel interception
Data traveling from the web client station to the
authentication server cannot be intercepted and
modified as each message is encrypted during the
registration phase and only hash is send during the
login phase.

6. Countermeasure against the Impersonation Attack
Only the hashed fingerprint template is stored at the
authentication server ,neither the key or clear
fingerprint are stored , It is very difficult for anyone
to derive the user key K, from the hash value of Hig
,this is due to the security property of one-way hash
functions and secrecy of master key .

6. Conclusion

Fingerprint verification is an important biometric
technique for personal identification. The design of
an online identity-authentication system was
described. The protocol provides secure, robust and
trust worthy remote authentication using fingerprints
to authenticate the identity of an individual combined
with ID-based cryptography to defend the system
against fingerprint fooling and thus eliminate the need
for the aliveness detection mechanisms in fingerprint
readers. The performance of the system against major
possible authentication attacks was presented and the
system was found to withstand such attacks. The
system can be applied to other offline authentication
systems with prior modification relating to the online
agreement part.
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